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“As a first line of defense to preserve user privacy,
all major web browsers adhere to the guidelines of

the same origin policy, which limits a website’s
access to information.”




Same-origin Policy
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http://www.lucadentella.it/en/2013/07/11/javascript-same-origin-policy-e-jsonp/



. Cross-Origin Request code

http://
<html>

<script>
new XMLHttpRequest() .open/(
“GET", “ /data.json”

)

</script>

</html>
~_moz://a 7

https://speakerdeck.com/groovecoder/top-5-security-errors-we-see-from-firefox-and-how-to-fix-them



. Cross-Origin Request Threats

Any Malicious Origin Steal data from other origins
Phishing & Malware Sites
Compromised CDNs

Untrusted First Parties

8

https://speakerdeck.com/groovecoder/top-5-security-errors-we-see-from-firefox-and-how-to-fix-them



Same-origin Policy blocking
a Cross-Origin Request
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Definition of an origin «

Two URLs have the same origin if the protocol, port (if specified), and host are the same for

both. You may see this referenced as the "scheme/host/port tuple”, or just "tuple”. (A "tuple" is a

set of items that together comprise a whole — a generic form for double/triple/quadruple

/quintuple/etc.)

The following table gives examples of origin comparisons with the URL

http://store.company.com/dir/page.html:

URL Outcome
http://store.company.com/dir2/other.html Same origin
http://store.company.com/dir/inner/another.html Same origin
https://store.company.com/page.html Failure
http://store.company.com:81/dir/page.html Failure
http://news.company.com/dir/page.html Failure

Reason

Only the path differs
Only the path differs
Different protocol

Different port (http:// is port 80 by default)

Different host

https://developer.mozilla.org/en-US/docs/Web/Security/Same-origin_policy#Definition_of_an_origin



Cross-origin network access ¢

The same-origin policy controls interactions between two different origins, such as when you
use XMLHttpRequest or an <img> element. These interactions are typically placed into three

categories:

e Cross-origin writes are typically allowed. Examples are links, redirects, and form
submissions. Some HTTP requests require preflight.

e Cross-origin embedding is typically allowed. (Examples are listed below.)

e Cross-origin reads are typically disallowed, but read access is often leaked by
embedding. For example, you can read the dimensions of an embedded image, the
actions of an embedded script, or the &' availability of an embedded resource.

https://developer.mozilla.org/en-US/docs/Web/Security/Same-origin_policy#Cross-origin_network_access



Embedding Resources
from other Origins

Here are some examples of resources which may be embedded cross-origin:

JavaScript with <script src=".."></script>. Error details for syntax errors are only

available for same-origin scripts.

CSS applied with <1ink rel="stylesheet" href="..">. Due to the &' relaxed syntax
rules of CSS, cross-origin CSS requires a correct Content-Type header. Restrictions

vary by browser: ' |E, &' Firefox, B' Chrome, &' Safari (scroll down to CVE-2010-0051) and
' Opera.

Images displayed by <img> .
Media played by <video> and <audio>.
Plugins embedded with <object>, <embed>, and <applet>.

Fonts applied with @font-face. Some browsers allow cross-origin fonts, others require

same-origin.

Anything embedded by <frame> and <iframe>. Sites can use the X-Frame-Options

header to prevent cross-origin framing.

https://developer.mozilla.org/en-US/docs/Web/Security/Same-origin_policy#Cross-origin_network_access
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s.doubleverify.com v General
visit.js?brid=3&brver=74.0.3729.228&bridua=3&bds=1&...79387228&btads.. Request URL: https://techcrunch.com/
——! tps.doubleverify.co Request Method: GET
techcrunch.com Status Code: @ 200
— Remote Address: 192.0.66.2:443

. techcrunch.com Referrer Policy: no-referrer-when-downgrade

v Response Headers
sp-frame.html?referrer=https %3A%2F % 2Ftechcrunch.com%2F
vertising.com accept-ranges: bytes

?rand=1553134785937&plid=22104293&idsite=techcrunc...tt=129988&u... age: 19
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53 HT TP requests to techcrunch.com
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547 HI1 TP requests to other origins

Google, Facebook, Yahoo, DoubleClick, DoubleVerify, advertising.com, parsely.com, scorecardresearch.com,

moatads.com, wp.com, typekit.net, betrad.com, cloudfront.net, nr-data.net, atwola.com, bidswitch.net, npttech.com,

krxd.net, simpli.fi, taboola.com, pswec.com, mathtag.com, ipredictive.com, 1rx.io, everesttech.net, casalemedia.com,

pubmatic.com, adnxs.com, 2mdn.net, yimg.com, adentifi.com, gwallet.com, ownerig.net, adhigh.net, netmng.com, ...



http://advertising.com
http://parsely.com
http://scorecardresearch.com
http://moatads.com
http://wp.com
http://typekit.net
http://betrad.com
http://cloudfront.net
http://nr-data.net
http://atwola.com
http://bidswitch.net
http://npttech.com
http://krxd.net
http://simpli.fi
http://taboola.com
http://pswec.com
http://mathtag.com
http://ipredictive.com
http://1rx.io
http://everesttech.net
http://casalemedia.com
http://pubmatic.com
http://adnxs.com
http://2mdn.net
http://yimg.com
http://adentifi.com
http://gwallet.com
http://owneriq.net
http://adhigh.net
http://netmng.com

. Embedded Cross-Origin Requests

http://
<html>

<script src="https://connect.facebook.net/
en US/fbevents.js"></script>

<iframe src=“https://
googleads.g.doubleclick.net/xbbe/match?
rmxinit=1&xid=7JwNU2UITE1 TTIc6ggpZi3A"></
1frame>

</html> .

https://speakerdeck.com/groovecoder/top-5-security-errors-we-see-from-firefox-and-how-to-fix-them



Embedded
Cross-Origin Requests
Include Referers



Referers [sic]

The Referer request header contains the address of the previous web page from which a link
to the currently requested page was followed. The Referer header allows servers to identify

where people are visiting them from and may use that data for analytics, logging, or optimized

caching, for example.

@ Important: Although this header has many innocent uses it can have undesirable

consequences for user security and privacy. See Referer header: privacy and security

concerns for more information and mitigations.

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referer
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Request method: GET

. script ' Remote address: 74.125.196.101:443

. xhr Status code: 0K @
Version: HTTP/2.0

GET ay WWW.gOO...

OO

GET ay WWW.gOO... . img

(IE

GET siteintercept...

IE

POST a siteintercept...

(IE

GET siteintercept... . script

Referrer Policy: no-referrer-when—-downgrade

IE

GET siteintercept...
Filter he

I

GET siteintercept...
Response headers (422 B)

I

POST logx.optimiz...

POST logx.optimiz... Request headers (1.036 KB)

Accept: image/webp*/*
: Accept-Encoding: gzip, deflate, br
WWW.goo. Accept-Language: en-US,en;q=0.5
ping.char... i i Connection: keep-alive
= Host: www.google-analytics.com
Y) ping.char
. Referer: https.//www.healthcare.gov/screener/medicaid-result.html
& Y ping.char o i User-Agent: Mozilla/5.0 (Macintosh; Intel ...) Gecko/20100101 Firefox/66.0

Referer tells Google exact page I'm looking at:

https://www.healthcare.gov/screener/medicaid-result.html


https://www.healthcare.gov/screener/medicaid-result.html

Note: In reality, most
trackers don't rely on
Referer
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Status code: oK @
Version: HTTP/2.0
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Filter headers
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Embedded
Cross-Origin Requests
Include Cookies






Cookies

An HTTP cookie (web cookie, browser cookie) is a small piece of data that a server sends to
the user's web browser. The browser may store it and send it back with the next request to the
same server. Typically, it's used to tell if two requests came from the same browser — keeping

a user logged-in, for example. It remembers stateful information for the stateless HTTP
protocol.

Cookies are mainly used for three purposes:

Session management

Logins, shopping carts, game scores, or anything else the server should remember

Personalization

User preferences, themes, and other settings

Tracking

Recording and analyzing user behavior

https://developer.mozilla.org/en-US/docs/Web/HTTP/Cookies
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How tracking works

“3rd parties”

visit social-example.com, get cookie

visit health-example.com, which embeds social-example.com

social-example.com receives Cookie and Referer value

social-example.com builds up a behavior profile



http://social-example.com
http://health-example.com
http://social-example.com
http://social-example.com
http://social-example.com

Lightbeam Demo





http://techcrunch.com
http://cancercenter.com
http://bankofamerica.com
http://catholicmom.com
http://facebook.com
http://google.com

Privacy Protections
built into web browsers



Browser protections

Clear cookies after every browsing session
No 3rd-party cookies

e Except from visited sites (Like Safari ITP)
Strip paths from Referers to 3rd parties
Tracking Protection (Firefox, Safari, Tor)
First-Party Isolation (Firefox, Tor)

Resist Fingerprinting (Firefox, Tor)



Private/Incognito Browsing
'é) Firefox

G Search the Web

©9 You'rein a Private Window

Firefox clears your search and browsing history when you quit the app or cl
tabs and windows. While this doesn’t make you anonymous to websites or
provider, it makes it easier to keep what you do online private from anyone «
computer.

Common myths about private browsing

You've gone incognito

Now you can browse privately, and other people who use this device won't see your
activity. However, downloads and bookmarks will be saved. Learn more

Chrome won't save the following information: Your activity might still be visible to:
» Your browsing history « Websites you visit
» Cookies and site data e Your employer or school

» Information entered in forms « Your internet service provider



Private/Incognito Browsing

Designed for local adversaries
Doesn’t remember search & browsing history
Doesn’t remember form input

Clears cookies on exit



Clear your cookies

*Y Firefox  about:preferences#privacy

Q Find in Preferences

Cookies and Site Data

Your stored cookies, site data and cache are currently using 42.8 MB

Clear Data...

of disk space. Learn more
Manage Data...

Delete cookies and site data when Firefox is closed

® Chrome | chrome://settings/content/cookies

&  Cookies

Allow sites to save and read cookie data (recommended)

Keep local data only until you quit your browser

Manage Permissions...

Q, Search




Cookie Re-spawning



Re-spawning/“Supercookies”
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Using Flash

document.createElement('div').setAttribute('1d', 'swf');
flashvars.everdata = 'userid=123"';

swfobject.embedSWF('evercookie.swf', 'swf', .., flashvars);

var userid = flash.external.ExternalInterface
.call("getCookie()", "userid");
1f (userid == undefined) {
lso = SharedObject.getlLocal("BeaconService", "/");
userid = lso.data.user1id;
1f (userid != undefined) {
flash.external.ExternalInterface.call("setCookie()",
"userid", userid;

¥
¥



HTML localStorage

userid = document.cooklie;

1f (userid == undefined) {
userid = localStorage.getltem('userid'’);
1f (userid != undefined) {

document.cookie = userid;

¥
¥




Elac

INITIAL REQUEST HEADER:

GET /i.js HTTP/1l.1

Host: 1.kissmetrics.com

INITIAL RESPONSE HEADER:

Etag: "Z91GGN1lnl-zeVgbgzrlKk1l39hiY"

Explres: Sun, 12 Dec 2038 01:19:31 GMT
Last-Modified: Wed, 27 Jul 2011 00:19:31 GMT
Set-Cookie: km cid=Z91GGNlnl-zeVgbgzrlKkl39hiY;
expires=Sun, 12 Dec 2038 01:19:31 GMT;path=/;
SUBSEQUENT REQUEST HEADER (PRIVATE BROWSING MODE WITH ALL COOKIES BLOCKED):
GET /i.737s HTTP/1l.1

Host: 1.kissmetrics.com

If-None-Match: "Z91GGN1nl-zeVabgzrlKk1l39hiY"




Cookie Re-spawning
s “lllegal

Or, at least, companies have been sued for it



Block all 3rd-Party Coo

®) Firefox  about:preferences#privacy

Q Find in Prefere

Content Blocking

Block third-party content that tracks you around the web. Manage Exceptions...

Control how much of your online activity gets stored and

shared between websites. Learn more

Standard

Only blocks known trackers in Private Windows.

Strict

Blocks all trackers Firefox detects. May cause some sites to break.

Custom

Choose what to block.
% Trackers

Change block list

V| & Cookies All third-party cookies (may cause websites to break)

® Chrome | chrome://settings/content/cookies

& Cookies

Allow sites to save and read cookie data (recommended)

Keep local data only until you quit your browser

Block third-party cookies
Prevent third-party websites from saving and reading cookie data

Q, Search




Safari ITP 2.1 blocks
most 3rd-party Cookies by default

Cookies are blocked Existing cookies are purged.
In 3rd-party contexts. New cookies are blocked.

N E——

O days 30 days

Days after the most recent interaction with the website
or successful use of the Storage Access API.




Blocking all 3rd-party
cookies Is good ...



But fingerprinting
attacks!

more on this later ...



Stripping Referers



HealthCare.gov Sends Personal Data to
Dozens of Tracking Websites

TECHNICAL ANALYSIS BY COOPER QUINTIN | JANUARY 20, 2015

The Associated Press reports that healthcare.gov—-the flagship site of the Affordable Care Act,

where millions of Americans have signed up to receive health care-is quietly sending

personal health information to a number of third party websites. The information being sent

includes one's zip code, income level, smoking status, pregnancy status and more.

event?a=166688199&d=1666881998y=false&src=js&x2219631051=222936079685171652904=false&s171674651=none&s171946972=gc&s172159083=direct&s269684250=true.. _ . p
GET 166688199.log.optimizely.com application/json

activityi:sre=4037109:type=20142003:cat=201420:0rd=4567172936304;~orefshttps%3A%2F%2 Fwww. healthcare qovi%2Fsee-plans%2F85001%2Fresults%2F%3Fcounty%3D040.. ' A g
GET 4037109.fls.doubleclick.net text/html

random=14 6406378&cv=7&Fst=142 £ 7 um=18& =18&quid=0ON& =9008& v=16008u ah=_: - =7 ST ey = 2
random=1421466406378&cv=7&fst 1466406378&num=1&fmt=18&guid=ON&u_h=900&u_w=1600&u_ah https://4037109.ﬂs.doublecIlck.net/actlwtyl;src=4037109;type... : googleads.g.doubledlick.net text/html

ping?h=healthcare.gov&p=%2Fsee-plans%2F85001%2Fresults%2F%3Fcounty%3D04013%26age%3D38%26smoker%3D1%26parent%3D0%26pregnant%3D1%26mec%3D%26zi.. s
image/gii

An example of personal health data being sent to third parties from healthcare.gov

https://www.eff.org/deeplinks/2015/01/healthcare.gov-sends-personal-data



Firefox Private Browsing strips
paths from Referer by default

‘é) Firefox

S Search the Web

©9 You'rein aPrivate Window

Firefox clears your search and browsing history when you quit the app or close all Private Browsing
tabs and windows. While this doesn’t make you anonymous to websites or your internet service
provider, it makes it easier to keep what you do online private from anyone else who uses this
computer.

Common myths about private browsing




Referer:
https://www.reddit.com/
r/privacy/comments/
Preventing data leaks by
_stripping path informat
ion in HTTP Referrers/

Referer: https://
www.healthcare.gov/see-
plans/85601/results/?
county=04019&age=40&smok
er=1&pregnant=1&z1p=8560
l&state=AZ&income=35000

‘é’ Firefox

Referer:
https://www.reddit.com/

Referer:
https://www.healthcare.gov/



More Referer
Protections In Firefox

network.http.referer.trimmingPolicy = 2

Send only the scheme, host, and port in the Referer header
e 0 = Send the full URL in the Referer header
e 1= Send the URL without its query string in the Referer header
e 2 = Send only the scheme, host, and port in the Referer header

network.http.referer.XOriginPolicy = 2
Only send Referer header when the full hostnames match. (Note: if you notice significant breakage, you might try 1 combined with an
X0riginTrimmingPolicy tweak below.) Source

e 0 = Send Referer in all cases

e 1 = Send Referer to same eTLD sites

e 2 = Send Referer only when the full hosthames match

network.http.referer.XOriginTrimmingPolicy = 2

When sending Referer across origins, only send scheme, host, and port in the Referer header of cross-origin requests. Source
e 0 = Send full url in Referer
e 1 = Send url without query string in Referer
e 2 = Only send scheme, host, and port in Referer

https://www.privacytools.io/#about_config



#reduced-referrer-granularity
In chrome://flags

® Chrome | chrome://flags

Reset all to default

Experiments 74.0.3729.28

Available Unavailable

Reduce default 'referer' header granularity.

If a page hasn't set an explicit referrer policy, setting this flag will reduce the amount of
information in the 'referer' header for cross-origin requests. — Mac, Windows, Linux, Chrome [ Disabled
OS, Android

#reduced-referrer-granularity




Tracking Protection
blocks data to trackers



Firefox Private Browsing includes
Tracking Protection by default

‘é) Firefox

S Search the Web

©9 You'rein aPrivate Window

Firefox clears your search and browsing history when you quit the app or close all Private Browsing
tabs and windows. While this doesn’t make you anonymous to websites or your internet service
provider, it makes it easier to keep what you do online private from anyone else who uses this
computer.

Common myths about private browsing




Ou can enable lracking
rotection for all of Firefox

S ") rirefox about:preferences#privacy

Content Blocking

Block third-party content that tracks you around the web. Manage Exceptions...

Control how much of your online activity gets stored and

shared between websites. Learn more

Standard

Only blocks known trackers in Private Windows.

® Strict

Blocks all trackers Firefox detects. May cause some sites to break.

Y Known trackers in all windows

& Third-party tracking cookies

A Heads up!

Blocking cookies and trackers can cause some websites to break. It's

easy to disable blocking for sites you trust. Learn how




Safari includes
Tracking Protection by default

@ Privacy

General Tabs AutoFill Passwords Search Security Privacy Websites Extensions Advanced

Website tracking: ¥ Prevent cross-site tracking
Ask websites not to track me

Cookies and website data: Block all cookies

Manage Website Data...

Apple Pay: & Allow websites to check if Apple Pay is set up

Safari allows you to make purchases on the web using
Apple Pay from your Apple Watch or iPhone.



Tracking Protection

Add-ons and extensions

W uBlock Origin
(&) GHOSTERY



Tracking Protection Is
good ...

... but what if trackers evade the block-lists?



First-Party Isolation

Only in Firefox and Tor



s

e 1. Without first party isolation, the same cookie is sent no matter the first
'ty domain.
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‘Figure 2. With first party isolation, separate cookies are sent depending on the
rst party domain.

Coping with HIV

health-example.com|| | sid=health_137...
M}

| health-example.coml| uid=fb_nsk4lanfk...

' social-example.com |

B S

ial-example.coml|




Isolating all 3rd-party
cookies Is good ...



But fingerprinting
attacks!

more on this NOW!
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PANDPIICL

oneinx

A RESEARCH PROJECT OF THE ELECTRONIC FRONTIER FOUNDATION DONATE

bits of
Browser identifvin browsers "
Characteristic |, y'g have this
information

value

Limited
supercookie 0.46 1.38 DOM localStorage: Yes, DOM sessionStorage: Yes, |E userData: No
test

Hash of canvas

. . 16.86 118670.0 dc654619e5184ed13a12cc6437d0c4e!
ingerprint

Screen Size
and Color 4.91 30.05 1920x1200%24
Depth

Plugin 0: Adobe Acrobat NPAPI Plug-in, Version 15.017.20050; Adobe® Acrobat®
Plug-Iin for Web Browsers, Version 15.017.20050,; AdobeFDF ViewerNPAF|.plugin:
(Acrobat Portable Document Format; application/vnd.adcbe.pdt; pdf) (Acrobat XML
Portable Document Format; application/vnd.adobe.paixml; paixml) (Acrobat XML
Fortable Document Format; application/vnd.adcbe.x-mars, mars) (XML Data
FPackage: application/vnd.adcbe.xdp+xm/l; xdp) {Acrcbat Forms Data Format,
application/ivna.1df; tdf) (FormFlowSs3 Data File; application/vnd.adobe. xid+xml; xid)
(Acrobat Portable Document Format; application/pdt; pdf) (Acrobat Forms Data
Format in XML: application/vnd.adcbe.xtdt; xidr). Fiugin 1: Citrix Onkne Web
Deployment Flugin 1.0.0.105; Plugin that detects installed Citnx Online products
(visit www.citnxonline.com).; CitrixOnlineWebDepicymentPlugin.plugin; (Citrix
Online Application Detector, application/x-col-application-cgetector, ). Plugin 2:
Default Browser Helper, Provides information about the default web browser,
Default Browser.plugin; (Frovides informaticn about the default web browser,
application/apple-default-browser; ). Plugin 3: Dimdim Publisher for Safari anc
Firetox on OS X 6.2.0.0; npDimdimControl.plugin; {6.2.0.0; applicaton/wikdimdim,
‘). Plugin 4: DivX Content Uplcad Plug-In; DivX Content Upload Plug-In: Uploads
DX video In your browser!; ContentUploaderPiugin.plugin; (; application/x-
givxcontentupload; ). Plugin 5: Gocgle Talk Plugin Video Renderer; Version
5.41.3.0; o1dbrowserpiugin.plugin; (Google Talk Plugin Video Rencerer,

annlicatnanndd Aa14Y Phinin B (ol Taly Phinain \loremnn 8 2170y



Passive Fingerprints

Don't require code execution



User-Agent, P,
Accept-Language, etc.

v Request headers (0.403 KB)
Host: "webtap.princeton.edu”
User-Agent: "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.10; rv:48.0) Gecko/20100101 Firefox/48.0"
Accept: "text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8"
Accept-Language: "en-US,en;g=0.5"
Accept-Encoding: "gzip, deflate, br"
Referer: "https://webtap.princeton.edu/"
Connection: "keep-alive"
Upgrade-Insecure-Requests: "1"
Cache-Control: "max-age=0"



Active Fingerprints

JavasScript code executes on your device



Plugin Enumeration

var md5 = require('md5")

let pluginArray = navigator.plugins
let pluginString = "'

for (plugin of pluginArray) {

pluginString += plugin.name + plugin.version

¥

let fingerprint = md5(pluginString)



D In Firefox 29 and later, enumeration of the navigator.plugins array may be restricted as a privacy measure.

Applications that must check for the presence of a browser plugin should query navigator.plugins or
navigator.mimeTypes by exact name instead of enumerating the navigator.plugins array and comparing

every plugin's name. This privacy change does not disable any plugins; it just hides some plugin names from
enumeration.

Okay but ...

... enumeration is still possible via sniffing, like ...



Font Enumeration

44 FX

aial MMMMMMMmm|

Times New Roman  IMIMMMmmmmm|

== PX

hitp://www.lalit.org/lab/javascript-css-tont-detect/



Measure default fonts

let baseFonts = ['monospace', 'sans-serif', 'serif']

let size = "72px’

let testString = "mmmmmmmmmmlli’

let firstBodyEl = document.getElementByTagName( 'body')[0]

let span = document.createElement('span')
span.style.fontSize = size
span.textContent = "mmmmmmmmmmLll1’

let defaultWidth = {}
let defaultHeight = {}

for (let font of baseFonts) {
span.style.fontFamily = font
firstBodyEl.appendChild(span)
defaultWidth[font] = span.offsetWidth
defaultHeight[font] = span.offsetHeight
firstBodyEl.removeChild(span)



Measure dictionary of fonts

let detectedFonts = "'

for (let font of fontDictionary) {
let detected = false
for (let baseFont of baseFonts) {
span.style.fontFamily = font + '," + baseFont
firstBodyEl.appendChild(span)
let fontInstalled = (
span.offsetWidth !== defaultWidth[baseFont] ||
span.offsetHeight != defaultHeight[baseFont]
)
detected = detected || fontInstalled

ks
1f (detected) {

detectedFonts += font

¥
¥

let fingerprint = md5(detectedFonts)



Fingerprint

HYPOS Ve
4
1) .
FillText() - |
. . galta. m e JE IN t«,’,'lh 1Sebd IVBUK
F1llStyle() . ; :wVwHNUMW'\NQhﬁfﬁ"ﬂA
rlllReCt() - H" AA l'.v' ‘P ho' 5

._JAHH'H ex ."",' ?l/"...

(2) ToDataURL ()




var md5 = require('md5');

let canvas = document.createElement('canvas');
let ctx = canvas.getContext('2d');

let txt = "BrowserLeaks,com <canvas> 1.0";
ctx.textBaseline = "top';

ctx.font = "14px "Arial"';
ctx.textBaseline = 'alphabetic';
ctx.fillStyle = "#f60';
ctx.fillRect(125, 1, 62, 20);

ctx.fi1llStyle = "#069';

ctx.fillText(txt, 2, 15);

ctx.fillStyle = 'rgba(102, 204, 0, 0.7)";
ctx.fillText(txt, 4, 17);

let fingerprint

md5(canvas.toDataURL());






WebGL Fingerprinting

/

'flntel G4l) tliadcon HD 2400)

(a) Original (b) Group 1 20.,} Group 20 (d) Group 23 (e) Group 25 (f) Group 36

Intel 82945G) (Intel G33/G31) fhlltcl HD Graphics) t(.}ct’orcc 6200)

Figure 10: Original render and difference maps for Group 24

http://cseweb.ucsd.edu/~hovav/dist/canvas.pdf



AudioContext

AudioBuffer
SourceNode

AudioNode

The connected AudioNodes in a given AudioContext create an
audio routing graph.




var md5 = require('md5')

let ccOutput = []

let audioCtx = new (window.AudioContext || window.webkitAudioContext)
let oscillator = audioCtx.createOscillator()

let analyser = audioCtx.createAnalyser()

let scriptProcessor = audioCtx.createScriptProcessor(4096, 1, 1)

let gain = audioCtx.createGain()

oscillator.type = 'triangle'
oscillator.connect(analyser)
analyser.connect(scriptProcessor)
scriptProcessor.connect(gain)
gain.gain.value = @
gain.connect(audioCtx.destination)

scriptProcessor.onaudioprocess = function (bins) {
bins = new Float32Array(analyser.frequencyBinCount)
analyser.getFloatFrequencyData(bins)
for (let bin of bins) {
ccOutput.push(bin)
}
analyser.disconnect()
scriptProcessor.disconnect()
gain.disconnect()
let fingerprint = md5(ccOutput.buffer)

}

oscillator.start(@)



-10

dB

-200

Oscﬂlator Analyser Destination

(N~~~

Trlangle Wave

SHA1([-121.36,-121.19) .] —>eb8a30ad7...

Dynamics
Oscillator Compressor Destination

W-O—&

Sine Wave

MDS( [33.234, 34-568,)..] ——> ad60be2eS8...

Audio Fingerprint

A M IS L,



https://webtransparency.cs.princeton.edu/webcensus/#audio-fp

WebRTC




WebRTC Local Addressing

var md5 = require('md5')

let connection = new RTCPeerConnection()
let locallIPs = "'
let fingerprint = "'

connection.onicecandidate = (iceCandidate) => {
if (iceCandidate.candidate) {
let candidateString = iceCandidate.candidate.candidate
console.log(candidateString)
let ipMatch = candidateString.match(/candidate\:\d \d UDP \d{10} ([0-9a-f:.]+)/)
if (ipMatch !== null) {
localIPs += ipMatch[1]
}
fingerprint = md5(localIPs)
}
}

connection.createDataChannel('"')

connection,.createOffer().then((rtcSession) => {
connection.setlLocalDescription(rtcSession)

1)
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WebVR “eyeprinting”

let vrDisplays = navigator.getVRDisplays()
let eyePrint = "'

for (let vrDisplay of vrDisplays) {
for (let eye of ['left', 'right']) {
eyePrint += md5(vrDisplay.getEyeParameters(eye).offset.buffer)
}
3



Resist Fingerprinting

Only in Firefox & Tor



Resist Fingerprinting

e Fake browser responses to common fingerprinting calls

e Normalize aspects of the browser



Tor Implementation:
Cross-0rigin
Fingerprinting
Unlinkability




-

o0 / 000-tor-browser.js\profile\app\... X\+

_S,’a 0' @ OF- https://gitweb.torproject.org/tor-browser.git/tree/browser/app/profile/000-tor-browser.js?h=tor-brows: c Q| Search
135 | // Fingerprinting - -
136 | pref("webgl.min capability mode", true);
137 | pref("webgl.disable-extensions", true); M I n I m al We bG L
138 | pref("webgl.disable-fail-if-major-performance-caveat", true);
139 | pref("webgl.enable-webgl2", false);
140 | pref("dom.network.enabled", false); // fingerprinting due to differing OS implementations
141 | pref("gfx.downloadable fonts.fallback delay", -1);
142 | pref("general.appname.override", "Netscape");
143 | pref("general.appversion.override", "5.0 (Windows)");
144 | pref("general.oscpu.override"”, "Windows NT 6.1");
145 | pref("general.platform.override", "Win32");
146 | pref("general.useragent.override", "Mozilla/5.0 (Windows NT 6.1; rv:52.0) Gecko
147 | pref("general.productSub.override"”, "20100101");
148 | pref("general.buildID.override", "20100101");
149 | pref ("browser.startup.homepage override.buildID", "20100101");
150 | pref("general.useragent.vendor", "");
151 | pref("general.useragent.vendorSub", "");
152 | pref("dom.enable performance", false);
153 | pref("plugin.expose full path", false);
154 | pref("browser.zoom.siteSpecific", false);
155 | pref("intl.charset.default"”", "windows-1252");
156 | pref("browser.link.open newwindow.restriction", 0); // Bug 9881: Open popups in new tabs (to avoid fullscreen popups)
157 | pref("dom.gamepad.enabled", false); // bugs.torpgoject.org/13023
158 | pref (" javascript.use us_english locale", true);
159 | // pref("intl.accept languages", "en-us, en"); /B Set by Torbutton
160 | // pref("intl.accept charsets", "iso-8859-1,%*,ut // Set by Torbutton N O
O D OrD on

161 | // pref("intl.charsetmenu.browser.cache", "UTF-8 , by
Popups open into

162 | // Disable video statistics fingerprinting vecto
new tabs

163 | pref("media.video stats.enabled", false);
164 | // Disable device sensors as possible fingerpri
165 | pref("device.sensors.enabled", false);

166 | pref("dom.enable resource timing", false);
167 | pref("dom.enable user timing", false); // Bug
168 | pref("privacy.resistFingerprinting", true);
169 | pref("dom.event.highrestimestamp.enabled", true); // Bug #

170 | pref("privacy.suppressModifierKeyEvents", true); // Bug #17009
171 | pref("ui.use standins for native colors", true); // https://bu
172 | // Make Reader View users uniform if they really want to use
173 | // bug 18950 for more details.

174 | pref ("browser.reader.detectedFirstArticle", true);
175 | pref("reader.parse-on-load.enabled", false);
176 | pref("privacy.use utc_ timezone", true
177 | pref("media.webspeech.synth.enabled", false
178 | pref("dom.webaudio.enabled", false);
179 | pref ("dom.maxHardwareConcurrency", 1); // Bu

180 | pref("dom.w3c_touch_events.enabled", 0); //
191

No WebAudio

https://gitweb.torproject.org/tor-browser.git/tree/browser/app/profile/000-tor-browser.js?h=tor-browser-52.2.0esr-7.5-1&id=dda0385cc49240f8bd115476c870d6 186374 1f4c



So, those protections ...

Clear cookies after every browsing session
No 3rd-party cookies

e Except from visited sites (Like Safari ITP)
Strip paths from Referers to 3rd parties
Tracking Protection (Firefox, Safari, Tor)
First-Party Isolation (Firefox, Tor)

Resist Fingerprinting (Firefox, Tor)



Won’t that break a
ton of websites?



https://blog.mozilla.org/data/2018/01/26/improving-privacy-without-b Work i E] .

A\ mozilla

) Firefox

DESKTOP MOBILE RELEASES ADD-ONS SUPPORT

Firefox Data

Jan

yI3 Improving privacy without breaking

the web

First: thank you to our passionate and active Firefox users who participated in this shield study!

tl;dr - The Firefox Privacy team ran a user research study to learn how privacy protections affect users on
websites. We learned some surprising things. There were 19,000 users and 8 variations of behavior
within the experiment. We built an opt-in study to measure breakage data, we unblocked some existing
privacy features, and we learned some new potential areas to improve privacy in the future. And as a
result, we’re adding more privacy protection to Firefox:

1. In Firefox Quantum, all users can enable Tracking Protection for their regular browsing

2. In Firefox 59+, Private Browsing will default to trimming Referer values to origins

https://blog.mozilla.org/data/2018/01/26/improving-privacy-without-breaking-the-web/



Improved Privacy Settings +

mozilla.org

qf\crc\/eg Dr \\/ac\/ be‘: f\g Try Improved Privacy Settings

Mozilla wants to know if we can improve upon and expand our privacy features for Firefox Users. Participating in this study will
help us find out!

What will happen next

]
O t I n a e If you agree to participate:
L]
. We will add additional functionality to improve your privacy with Firefox.

. You will see a new browser icon that will allow you to report broken websites to Mozilla.

. Continue using Firefox as you normally would..

. When you see a broken site, use the browser icon to report it.

. After 28 days, the study will end on its own. Your Firefox will go back to normal.

. We will ask you to fill out a quick optional survey to tell us about your experience. The survey should take less than 5
minutes to complete.

Leaving the study
The study will expire on its own in 28 days. You may leave the study early. To do so, follow these steps:

1. Open the browser icon to report broken websites.

2. Click "Disable Privacy Study"

3. If you opt out of the study early we will ask you to fill out a survey. We're interested in hearing about your experience, even if
you didn’t participate in the entire study.

https://speakerdeck.com/groovecoder/firefox-privacy-settings-breakage-study



® ® Orientation -

i) resource://shield-study-privacy/data/orientation.html|

) Let's Get Started!

For this study, we have enabled a few privacy features
and we need your help. If websites appear broken or

[ ]
not working correctly for any reason, we would like you
I l -— O a r I l I g to report the problem.

To report an issue, tap the g icon in your toolbar.

re + & 9B =

From there, just follow the instructions by letting us
know what the problem is, and leaving a comment if
necessary.

Thank you for your participation!

https://speakerdeck.com/groovecoder/firefox-privacy-settings-breakage-study



® ® N Add-ons for Firefox —+
€& O @ Mozilar t t mozilla.org
‘(1 i Add_ons Shield Study: Privacy

EXTENSIONS THEMES COLLECTIONS MORE... Let us know if you are experiencing

] any problems with your current
° webpage by reporting it here.
Welcome to Firefox Add-ons. Choose from thousands of extra features and styles to maki

Report a Problem

Eat Add-ons

add-ons for fun, privacy, productivity... just about anything! ‘

. This Page Works Well
&R
« y. Clear Console e Popup Blocker (strict)

One dlick to clear your cache, Strictly block all popup
cookies, history, htmi5/local requests from any website b
storage, http logins, all of the... default. A notification window...

Featured Extensions s

https://speakerdeck.com/groovecoder/firefox-privacy-settings-breakage-study



Breakage type

®

&

® & Add-ons for Firefox +
i) @ Mozilla f jat tt mozilla.org wBe $§$ & 9O & 8 =

/(Z) Add_ons Report a problem

We've noted the problem, thanks for
EXTENSIONS THEMES COLLECTIONS MORE... ' A SR AR
letting us know. Can you tell us more
about your problem with this page?
Welcome to Firefox Add-ons. Choose from thousands of extra features and styles to maki

There are problems with

Images

féat Add-ons

Layout
add-ons for fun, privacy, productivity... just about anything! ‘ g
uttons
/ Something else
&« % Clear Console - Popup Blocker (strict)
One click to clear your cache, Strictly block all popup
cookies, history, htmi5/local requests from any website b

storage, http logins, all of the... default. A notification window...

Featured Extensions

https://speakerdeck.com/groovecoder/firefox-privacy-settings-breakage-study



® ® = Add-ons for Firefox +

€ | ® 8 Mozilla Foundat t mozilla.org f wB $§ & 9O & g =

/(Z) Add_ons Add a comment

Are there any more details that you can

EXTENSIONS THEMES COLLECTIONS MORE...
tell us about the problem?

Welcome to Firefox Add-ons. Choose from thousands of extra features and styles to maki
The buttons are all awesome!|

Notes—=o

Feat Add-ons

add-ons for fun, privacy, productivity... just about anything! \

« Al - Clear Console .- Popup Blocker (strict)

One click to clear your cache, Strictly block all popup

cookies, history, htmi5/local requests from any website b
orage, http logins, all of the... default. A notification window...

Featured Extensions

https://speakerdeck.com/groovecoder/firefox-privacy-settings-breakage-study



® ® ® Add-ons for Firefox +
€  ( & Mozilla Foundat mozilla.org firefox wB $§ A

/(;) Add-OnS Thank you!

Thank you for your contribution, please

EXTENSIONS THEMES COLLECTIONS MORE...
continue to report any problems you

find.

Welcome to Firefox Add-ons. Choose from thousands of extra features and styles to maki
If this study is causing you to be unable

to use the webpages that you need, feel

h a n k O u ' O free to disable it with the link below.
I y . Feat Add-ons
Bscors PP, ey v A

« zl - Clear Console .- Popup Blocker (strict)
One dlick to clear your cache, Strictly block all popup
cookies, history, htmi5/local requests from any website by

torage, http logins, all of the... defauit. A notification window...

Featured Extensions see:

https://speakerdeck.com/groovecoder/firefox-privacy-settings-breakage-study



Shield Study: Privacy

Let us know if you are experiencing
any problems with your current
webpage by reporting it here.

Disable Study—o°

https://speakerdeck.com/groovecoder/firefox-privacy-settings-breakage-study



variations: {
'control': O = {},
'sessionOnlyThirdPartyCookies': () => feature.studyPref('network.cookie.thirdparty.sessionOnly', true),
'noThirdPartyCookies': () => feature.studyPref('network.cookie.cookieBehavior', 1),
'thirdPartyCookiesOnlyFromVisited': () => feature.studyPref('network.cookie.cookieBehavior', 3),
'trackingProtection': () => feature.studyPref('privacy.trackingprotection.enabled', true),
'originOnlyRefererToThirdParties': () => feature.studyPref('network.http.referer.XOriginTrimmingPolicy', 2),
'resistFingerprinting': () => feature.studyPref('privacy.resistFingerprinting', true),
'firstPartyIsolation': () => feature.studyPref('privacy.firstparty.isolate', true),
'firstPartyIsolationOpenerAccess': () => {
feature.studyPref('privacy.firstparty.isolate', true)
feature.studyPref('privacy.firstparty.isolate.restrict_opener_access', false)
}
}

https://speakerdeck.com/groovecoder/firefox-privacy-settings-breakage-study



Privacy Protections
Breakage Study

e 19,000+ Users

e 1 control group; 8 study groups

e 2,100+ users in each group

e 4 weeks

e Up to 8,500 active users per day



Avg. problems reported per user looks lower
for trackingProtection ...

https://sql.telemetry.mozilla.org/queries/23721#61701

https://speakerdeck.com/groovecoder/firefox-privacy-settings-breakage-study



Avg. problems reported per user looks lower
for trackingProtection ...

https://sql.telemetry.mozilla.org/queries/23721#61701

https://speakerdeck.com/groovecoder/firefox-privacy-settings-breakage-study



Some users’ problems ...

“ " , freezing”, “Took

_O ’
than usual for page to y )
“Connection appears than usual”, Somethmg* on
“Pages are scrolling ", “very to the page is
load”, “ for anythlng to occur”, “the
fire fox ", “page is very .
to load”, “tremendous lag, page loads the loading
—O very ", “page was and didn't Speed
respond”, “Sendlng mail in Gmail is very Uy Y ’”
since installation of this study” “really to Slgn'f'cantly'
— 0 load”, “video
*Spoiler Alert:

https://speakerdeck.com/groovecoder/firefox-privacy-settings-breakage-study



Tracking Protection
may actually fix websites by
blocking tracking elements that
break/slow them down



Can’t go into all the
detalls ... but ...



of control users report breakage
of firstPartylsolationOpenerAccess users:
the max recorded in the study

https://sql.telemetry.mozilla.org/queries/23644#61485

https://speakerdeck.com/groovecoder/firefox-privacy-settings-breakage-study



avg. problems per control user
thirdPartyCookiesOnlyFromVisited
.19 trackingProtection

https://sql.telemetry.mozilla.org/queries/23721#61701

https://speakerdeck.com/groovecoder/firefox-privacy-settings-breakage-study



of control users disable study
of firstPartylsolation users
4.7% of originOnlyToThirdParties users

https://sql.telemetry.mozilla.org/queries/19633#50159

https://speakerdeck.com/groovecoder/firefox-privacy-settings-breakage-study



“Composite Breakage Scores”

https://speakerdeck.com/groovecoder/firefox-privacy-settings-breakage-study



Most promising prefs

Based on “Composite Breakage Score”

originOnlyReferer trackingProtection sessionOnly
ToThirdParties ThirdPartyCookies

https://speakerdeck.com/groovecoder/firefox-privacy-settings-breakage-study



Strip paths from
Referers to 3rd parties

Reduces detalls sent to trackers

Very few login failures
Very few email failures
Does not block all ads

Referers are used to guarantee ad policies



Tracking Protection

Blocks known trackers completely
Performance Boost

Very little email failures

Blocks all ads

e T[riggers ad-blocker-blockers



Session-Only
3rd-Party Cookies

e Limits duration of tracking

e Very little email failures

e Some login failures

e Does not block ads



Why do we care
about this?



Whose Speech Is Chilled
by Surveillance?

Women and young people are more likely to
self-censor if they think they’re being o o °

monitored.

215 313

By Jonathon W. Penney

http://www.slate.com/articles/technology/future_tense/2017/07/women_young_people_experience_the_chilling_effects_of_surveillance_at_higher.html



“There are dozens of psychological studies that

orove that when somebody knows that they

might be watched., the behavior they engage in
IS vastly more conformist and compliant.”

—Glenn Greenwald, “Why Privacy Matters” @ TED 2014

hitps://www.ted.com/talks/glenn_greenwald_why_privacy_matters



“This realization was exploited most powertully

ohi
eSO

for p

0SO

oher Jeremy

Bentha

industrial age. Where, to
Institutions had become so large and

ragmatic ends by the 18t

m, W

rthe

N-century

N0 Set out 1o

ve an important problem ushered in by the

first time,

centralized that they were no longer able to
monitor and therefore control each one of their

And the so
architectural o

individual members.

ution that he devised was an
esign - originally intended to be

implemented In prisons - that he called the
panopticon.”

—Glenn Greenwald, “Why Privacy Matters” @ TED 2014
hitps://www.ted.com/talks/glenn_greenwald_why_privacy_matters



he primary attribute of which was the

construction of an enormous tower Iin the center
of the institution where whoever controlled the
institution could, at any moment, watch any of

the inmates, although they couldn’t watch all of

them at a
And crucial to this desig
could not see into the

| times.

N was that the inmates

panopticon, into the

tower, and so they never knew if they were
being watched.”

—Glenn Greenwald, “Why Privacy Matters” @ TED 2014
hitps://www.ted.com/talks/glenn_greenwald_why_privacy_matters



“And what made him so excited about t
discovery was that would mean the priso

NIS

Ners

would have to assume that they were being

watched at any given moment, which would be
the ultimate enforcer for obedience and

compliance.

—Glenn Greenwald, “Why Privacy Matters” @ TED 2014

hitps://www.ted.com/talks/glenn_greenwald_why_privacy_matters



"The 20th-century French philosopher Michel
Foucault realized that model could be used not
just for prisons but for every institution that
seeks to control human behavior - schools,
hospitals, factories, workplaces.”

—Glenn Greenwald, “Why Privacy Matters” @ TED 2014
hitps://www.ted.com/talks/glenn_greenwald_why_privacy_matters



“And what he said was that this mindset, this
framework discovered by

means of SOCI
nich No longer neec

socleties w
weapons of ty

etal contro

Bentham, was the

for moad

ern weste
the overt

Key

18

‘anny - punishing or imprisoning

or killing dissidents; or
loyalty to a particular party ... because mass

survelllance creates a prison in the mind that is

egally compelling

a much more subtle but much more ef
means of fostering compliance ... muc

effective than brute force could ever be.”

—Glenn Greenwald, “Why Privacy Matters” @ TED 2014
hitps://www.ted.com/talks/glenn_greenwald_why_privacy_matters

‘ective
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“There’s a strong physiological basis for

privacy.

that a desire for p

Siologist

Peter Watts makes the point

‘lvacy IS innate: mammals in

particular don't respond well to surveillance. We

consider it a physical threat, because animals
INn the natural world are survellled by predators.

—Data and Goliath, by Bruce Schneier



—Data and Goliath, by Bruce Schneier




Surveillance is not just
about free speech
and privacy



Behavior Profiling
can be racist

Turns Out Algorithms Are
Racist

Artificial intelligence is becoming a greater part of our daily lives, but the
technologies can contain dangerous biases and assumptions—and we're only
beginning to understand the consequences.

By NAVNEET ALANG = August 31,2017

https://newrepublic.com/article/144644/turns-algorithms-racist



Behavior profiling, or
Behavior Manipulation?

lowa Caucus

https://motherboard.vice.com/en_us/article/mg9vvn/how-our-likes-helped-trump-win



“Surveillance Capitalism” can make
corporations more powerful than
governments
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I’m not a perfectionist



If Google, the NSA, or the FBI
want to watch me specifically,
they will, and | can’t stop them



I’m a realist who doesn’t
want to be sucked up
Into the digital dragnet



What’s next?



What’s next?

DNS-over-HTTPS / Trusted Recursive Resolver
Do Not Track v2 ?

e Policy by Electronic Frontier Foundation
Single Trust & Same Origin Policy v2 ?

e proposed by Apple to WebAppSec Working Group



Questions?

Clear cookies after every browsing session

No 3rd-party cookies

e Except from visited sites (Like Safari ITP) e DNS-over-HTTPS

Strip paths from Referers to 3rd parties e Do Not Track v2

Tracking Protection (Firefox, Safari, Tor) e Same Origin Policy v2 & Single Trust
First-Party Isolation (Firefox, Tor)

Resist Fingerprinting (Firefox, Tor)



