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whoami

Not enough time here to explain. 
Find me after this talk. 

Twitter: @Insider_Agency

web: www.theinsideragency.com

Hashtags: #SocialEngineeringTips #SocialOperator
#LearnSocialEngineering #HackerHired #HackHunger

A a r o n  C r a w f o r d

http://www.theinsideragency.com/


Social 
Engineering
• More than simple lying or coercion
• Obtaining what is needed by any means
• Verbal & Non-Verbal methods
• Everyone born with it
• 100% effective attack vector
• Easy



Red vs Blue

Civilian security testing defensive posture through live assessments.
Red teams = adversary 
Blue teams = defensive 



Why?

To verify the integrity of 
perimeter defenses without 
scope restrictions.

It is easier to understand 
how to look for 
opportunities and to take 
advantage of them, rather 
than train someone to think 
like a criminal.

Criminals are only people 
who take advantage of 
opportunities that society 
does not yet recognize as 
safe or beneficial.

Security 
Assessments



Origin Story

• Infragard sponsored event

• Red vs Blue

• Work within  restrictions

• Think within the box

• Use the box



Violating 
Trust Models
What and who do you trust?
We all trust the packaging and supply 
chains of products. These can be used 
against us and should be 
constantly evaluated.



Packaging 
Deception



+
Surveillance Math



Unused Space



Final Product



Dead Space

Consumer products on average are composed of  

30% unused space.

- Independent research spanning from 2008 - 2017



Under Your Desk



To the Point?



Point of Sale (POS)



Point of Sale (POS)



POS Implant



No Smoking = No Social Engineering?



Vaporizer Shells

+



Size Limitations?



No Problem



USB?



It’s Always a Trap



Conference Swag



USB for the Record



Wall Outlets



Cell Charging Stations



Solution or Threat?



iPhishing



DropBox?



What’s in Your Breakroom?



Demo Time

RFID and NFC can be integrated into business cards, stickers and much more.
Do you have policies and guidance for your employees?



Attack Vector



Safe for Now



Where to Start



Physical Security



Travel Safety



Clean Power



RFID Badges



Shielding



Thank You
for your attention

& consideration
Questions?

Twitter: @Insider_Agency
web: www.theinsideragency.com

Hashtags: #SocialEngineeringTips #SocialOperator
#LearnSocialEngineering #HackerHired #HackHunger

http://www.theinsideragency.com/
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